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Abstract

This paper introduces two spatial methods in order to embed watermark data into fingerprint images, without corrupting
their features. The first method inserts watermark data after feature extraction, thus preventing watermarking of regions used
for fingerprint classification. The method utilizes an image adaptive strength adjustment technique which results in watermarks
with low visibility. The second method introduces a feature adaptive watermarking technique for fingerprints, thus applicable
before feature extraction. For both of the methods, decoding does not require original fingerprint image. Unlike most of the
published spatial watermarking methods, the proposed methods provide high decoding accuracy for fingerprint images. High
data hiding and decoding performance for color images is also observed. © 2002 Pattern Recognition Society. Published by

Elsevier Science Ltd. All rights reserved.
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1. Introduction

Digital data can be duplicated very easily without intro-
ducing any quality degradations to the content. This brings
out the problem of protection of Intellectual Property Rights
(IPR). Watermarking has been a very active research area
lately. By digital watermarking, information like origin, le-
gal destination, and access rights, is embedded to the multi-
media data without introducing any perceptible differences
compared to the original. Generally, imperceptibility re-
quirement is satisfied by utilizing some form of human sen-
sory model (human visual system, human audible system)
in watermark embedding [1-4].

Biometrics technology is essential for today’s personal
identification/verification systems. The security requi-
rements of present electronic transactions necessitate uti-
lization of reliable factors such as fingerprint features.
Watermarking of fingerprint images can be used in
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applications like: (a) protecting the originality of fingerprint
images stored in databases against intentional and uninten-
tional attacks, (b) fraud detection in fingerprint images by
means of fragile watermarks (which do not resist to any op-
erations on the data and get lost, thus indicating possible tam-
pering of the data), and (c) guaranteeing secure transmission
of acquired fingerprint images from intelligence agencies
to a central image database, by watermarking data prior to
transmission and checking the watermark at the receiver site.

In the literature, there are a few published works for fin-
gerprint image watermarking. Recently, Ratha et al. [5] in-
troduced a data hiding algorithm for wavelet compressed
fingerprint images. The method presented in Ref. [5] has the
advantage of working in compressed domain. In our work,
we introduce two fingerprint watermarking techniques in
which gradient directions of the feature pixels or feature re-
gions do not change with watermarking.

The organization of the paper is as follows. Section 2
outlines the proposed watermarking methods and their ap-
plication to fingerprint image watermarking as well as color
images. Section 3 presents experimental results. Conclusions
are summarized in Section 4.

0031-3203/02/$22.00 © 2002 Pattern Recognition Society. Published by Elsevier Science Ltd. All rights reserved.

PII: S0031-3203(01)00250-3



2740 B. Gunsel et al. | Pattern Recognition 35 (2002) 2739-2747

2. Fingerprint image watermarking

Most common fingerprint verification methods are based
on point patterns called ridge endings and bifurcations
(minutiae) in fingerprints [6]. As a result of coarse level
classification of point patterns, Wirbel (whorl and twin
loop) and Lasso (arch, tented arch, right and left loop)
classes can be specified. Thus, once these point patterns are
extracted by directional images, they can be used to find
out similarity (distance) between fingerprint patterns [7].

This paper introduces two fingerprint watermarking meth-
ods. Encoding and decoding rules of these methods are pre-
sented below.

2.1. Method 1

The first method inserts watermark data after feature ex-
traction and thus prevents watermarking of regions used
for fingerprint classification. Fig. 1 illustrates the functional
block diagram of the system.

2.1.1. Watermark encoding

The method utilizes an image adaptive strength adjust-
ment technique which results in watermarks with low vis-
ibility. The watermark data are embedded onto gray scale
fingerprint images according to the embedding rule given
below:

Puti. =P+ s = P (14 25

x (1 ¢ S )) B ). (1)

where Puu(i,j) and P(i,j) are pixel values referring to
watermarked and original pixels at watermark embedding
location (i, j), respectively. The value of watermark bit is
denoted as s. Watermark embedding strength is denoted as g.
SD(i,j) denotes the standard deviation of pixel values
around a local neighborhood of pixel at (7, j), and GM (i, j)
denotes the gradient magnitude at (7,;). 4 and B are nor-
malization factors for the standard deviation and gradient
magnitude, respectively. (i, j) takes the value 0 if the pixel
(i,j) under consideration belongs to a fingerprint feature
region like delta or core areas (singular points); it has value
1 otherwise.

Every watermark bit with value s in Eq. (1) is embed-
ded multiple times onto the fingerprint image pixels, whose
locations are determined via the selected secret key. In ad-
dition to the real watermark data, two reference bits, 0 and
1, are embedded onto the image. These reference data pro-
vide an adaptive threshold in determining the watermark bit
value in decoding.

In Eq. (1), standard deviation term SD(i,j) can be
computed as the standard deviation of the set containing
the pixel values in a cross-shaped neighborhood of the
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Fig. 1. Watermark encoding after feature extraction.

watermark bit embedding location (i, j ). Gradient magnitude
term GM (i, j) can be computed via a gradient operator, i.e.,
Sobel operator.

SD(i,j) and GM(i,j) terms adjust the strength of wa-
termarking in an image adaptive way. At locations where
either SD(7, j) term is high (image regions with high vari-
ance) or GM (i, ) term is high (edge regions), the water-
mark signal is added more strongly to the host image. This
leads to more accurate decoding of embedded watermark
data, especially for busy or textured images. Although wa-
termark decoding accuracy is increased as a result of the
image adaptive increase in embedding strength, due to the
fact that human visual system is relatively less sensitive to
pixel value changes in busy and edge image regions, the
visibility of the watermark does not increase significantly.

When the host image is a fingerprint image, additional
requirements arise which must be satisfied by the water-
marking system. Watermark embedding process must not
introduce any changes to the fingerprint image which may
alter the features extracted from that image for personal
authentication—verification purposes.

In Method 1, this requirement is satisfied. After extracting
singular points from the fingerprint image and associated
blocks corresponding to delta and core areas, watermark
embedding is done according to Eq. (1). In this way, since
p(i,j) term is zero for those feature areas, watermarking
does not change original pixel values and the singular points
of the fingerprint image are preserved. As a result, the class
of fingerprint image is not changed by watermarking.

In the case of color images, watermark data are embedded
onto blue channel pixels of color image and Eq. (1) has been
modified as

bwm (i, j) = b(i,j) + (25 = DL, j)q (1 +

y (1 . L””’”), @)

SD(i, )
A

B

where by (i,j) and b(i,j) are gray values referring to
watermarked and original blue channel pixels at watermark
embedding location (7, j), respectively. L(i, ;) is the lumi-
nance value at (i, j) and can be calculated as

L(i,j) = 0.299R(i, j) + 0.587G(i, j) + 0.114B(i, /),

where R(7,7), G(i,j), B(i,j) denote red, green and blue
channel values at location (i, j). Note that multiplier (i, j)
is eliminated in the color image case.

Every watermark bit with value s in Eq. (2) is embedded
multiple times onto the blue channel pixels, whose locations
are determined via the selected secret key. The reason for
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Fig. 2. Watermark encoder structure.

using blue channel for embedding is the lower sensitivity
of human visual system to blue component of the color
information.

2.1.2. Watermark decoding

Decoding starts with finding the watermark embedding
locations on the watermarked image, via the secret key used
in watermark encoding stage. For every bit embedding lo-
cation, the value of the original pixel, P(i, j), is estimated
as the linear combination of pixels in a cross-shaped neigh-
borhood of the watermarked pixel as

P(i, j) = ﬁ ( > Pyuli+ k)

k=—c
5 Puailij + k) 2PWM(i,j)> : (3)
k=—c

where ¢ is the neighborhood size. The difference between
the estimated and current pixel values is calculated by

8= Pwn(i, j) — P(i, ). 4)

These differences are averaged over all the embedding
locations associated with the same bit, to yield §. For finding
an adaptive threshold, these averages are calculated similarly
for the reference bits, 0 and 1, as dgo and dr1, respectively.

Then, the watermark bit value § is estimated as

l,if5'>m’

©5
Il

(5)

0, otherwise.

In the case of color image watermarking, to further in-
crease the watermark decoding accuracy, in addition to us-
ing image-adaptive new terms for calculating watermark
embedding strength, the watermark embedding strength can
be controlled at the encoder site. The encoder performs the
strength control by a simple feedback loop. The basic struc-
ture of the watermark encoder is given in Fig. 2. As shown
in this figure, the accuracy of the watermark decoding is
checked by controller, during watermark embedding. If this
analysis yields the result that the watermark decoding will be
incorrect, the encoder adaptively adjusts the watermark emb-
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Fig. 3. Adaptive watermark encoding with gradient direction
analysis.

edding strength until correct decoding is guaranteed. Note
that the algorithm also considers the invisibility criterion.

The idea behind the feedback loop is that the encoder
changes the watermark strength ¢ adaptively. For every bit
embedding location, the term 0 is calculated according to
Eq. (4), by using the initial value of ¢. Then, if d is calculated
as a negative value for an embedded bit of “1”, the value of
q 1s increased until correct decoding is guaranteed, namely
until § is positive. Similarly, if the term J is calculated as
a positive value for an embedded bit of “0”, the value of
g is again increased until correct decoding is guaranteed,
namely ¢ is negative. Furthermore, increasing the number
of watermark embedding points, until the image capacity is
reached, may improve the accuracy of watermark decoding,
with the drawback of increased visibility.

2.2. Method 2

The second method introduces a feature adaptive water-
marking technique for fingerprints that is applicable before
feature extraction (Fig. 3).

2.2.1. Watermark encoding

Method 2 first utilizes an orientation analysis over the
acquired fingerprint image. Then, the watermark embed-
ding is performed by preserving the gradient orientations
at and around watermark embedding locations specified by
the secret key, within the quantization interval of the origi-
nal data. Since the extraction of fingerprint features is based
on gradient orientations, when watermark embedding does
not change the quantized gradient orientation at considered
pixel and its neighbors, the features of the fingerprint image
are preserved. The same watermarking embedding technique
is utilized for Methods 1 and 2. Note that unlike Method
1, the proposed watermark embedding scheme does not fix
the actual gradient orientation at a pixel (7,;), but limits
its change within the original orientation quantization in-
terval. Hence, the performance of fingerprint verification—
identification system is not affected by watermarking.

The quantization levels of orientation of fingerprint im-
ages, which are called Poincare index in literature [6], di-
vide the 27 pixel gradient orientation circle into 16 bands,
with each band covering 7/8 rad, as shown in Fig. 4.

Let (i, j) denote the watermark embedding pixel specified
by the secret key and D(k, /) denote the eight neighbor pix-
els of (i, /). Watermark encoder first calculates gradients at
all pixels belonging to D(k, /). In our work, Sobel operator
is used for gradient calculations. Let a(i — 1,7 — 1) denote
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Fig. 4. Poincare index.

the gradient orientation at pixel (i — 1, —1). « can be calcu-
lated by the following equation, where G,(i — 1,7 — 1) and
G.(i — 1,j — 1) refer to the gradients in y and x directions,
respectively:

(i —1,j — l)zarctan(

GWAJAU_ ©

G(i—1,7—1)

The encoder then verifies the inequality shown in
Eq. (7) for all the pixels in D(k, 1), in order to specify the
new gradient values that guarantees to preserve fingerprint
features while embedding watermark data. In Eq. (7), o4
represents the Poincare index gradient direction associated
with the pixel, and G,,(i — 1,j — 1) and G,(i — 1,7 — 1)
are new values of vertical and horizontal gradients for pixel
(i — 1,7 — 1). In fact, the embedding changes the actual
gradient orientations, but preserves quantized gradient di-
rections according to the Poincare index intervals. The value
of the actual gradient at any pixel can change by at most
=+ /8 rad without altering the quantized Poincare index.

_ l Gyn(i - 17] B ])
(oc,, 16) < arctan(—Gxn(l_i L=
s
<@+E) (7

Note that, watermark encoder modifies the watermark
embedding strength ¢ of Eq. (1) to preserve the quantized
gradient directions of these pixels.

2.2.2. Watermark decoding
Decoding is performed in a manner similar to that formu-
lated for Method 1.

3. Experimental results

In order to evaluate the results obtained by proposed
watermarking methods, fingerprint images shown in the left
column in Fig. 5, are watermarked according to Methods
1 and 2. These images represent main fingerprint image
classes: tented arch, arch, right loop, left loop and whorl
[8].

The images watermarked by using Method 1 are presented
in the middle column of Fig. 5. Watermarking parameters

used for this experiment are: ¢g=0.2, 4=100, B=1000. The
watermark data are the binary representation of the 22 char-
acter string Fingerprint_watermark. The embedded water-
mark data size is 156 bits. Thus, a maximum of 7.6% of the
raw data pixels are modified during watermark embedding.

The last column of Fig. 5 shows fingerprint images which
are watermarked by using Method 2, which utilizes gradi-
ent direction analysis. In this method, the number of pix-
els which satisfy the watermarking criteria (not altering the
quantized gradient orientations of eight-neighbor pixels) is
considerably small. Experiments showed that approximately
0.8% of image pixels are valid candidates for watermark
embedding. Since the watermarking capacity is reduced, the
watermark data size is decreased from 156 to 12 bits. In
spite of this decrease in the capacity, the latter method has
the advantage of not changing any of the fingerprint features
which are used later in authentication.

For both of the watermarking methods, watermarked fin-
gerprint images are decoded with 100% decoding accuracy
since the watermarking does not change the fingerprint fea-
tures of the original images. Visibility of the watermark data
is kept low as a result of utilizing image adaptive embedding
in watermark encoding.

In order to explore the performance of introduced adap-
tive watermarking method for color images, a number of
experiments are performed on color images shown in Fig. 6.
New York and Baboon images are examples for busy im-
ages; whereas Lena and Sailboat images are examples for
relatively smooth images. Watermark data are embedded
into blue channels of 512 x 512, 24 bit, color images. The
embedded bits correspond to the binary representation of the
text data given below and consists of 463 characters.

Due to advantages like ease of production, distribution,
editing and storing, multimedia data are mainly in digital
form. Since digital data can be copied without any loss
in fidelity, the protection of intellectual property rights
poses a very big problem. Digital watermarks, which
can be defined as codes imperceptibly embedded in the
host multimedia data to carry information like origin,
status or destination of the data, have gained consider-
able attention.

Watermark data decoding performance of the methods,
measured as percentage of accurately decoded characters, is
presented in Table 1. To better evaluate the efficiency of
the proposed method, experiments are performed on images
which are watermarked by (a) a well-known spatial method
presented in Ref. [3] (column 1), (b) Method 1 including
only standard deviation (SD) term in Eq. (2) (column 2),
(¢) Method 1 including only gradient magnitude (GM) term
in Eq. (2) (column 3), (d) Method 1 including both of the
image adaptation terms (column 4) and (e) Method 1 in-
cluding both of the image adaptation terms and controller at
encoder (column 5). Watermarking parameters used in the
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Fig. 5. Left column: Original fingerprint images: (a) Tented arch, (b) Arch, (c) Right loop, (d) Left loop, (¢) Whorl. Middle column:
Images watermarked by Method 1. Right column: Images watermarked by Method 2.
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Sailboat

Fig. 6. Luminance of color images used in the experiments (New York image: Copyright photo courtesy of Patrick Loo, University of

Cambridge; others are from USC-SIPI Database).

Table 1

The watermark data decoding performance (%)

Image Method Only Only SD+ SD+ GM+
in Ref. [1] SD GM GM Controller

New York 73.87 90.5 83.59 9482  99.78

Baboon 91.79 9698 959  99.35 100

Lena 99.57 99.57 99.57 99.57  99.78

Sailboat 98.49 99.35 99.14 99.35 99.78

experiments are set to: initial ¢ = 0.1, 4 = 100, B = 1000.
Size of the embedded watermark data is 3243 bits. Totally,
40% of the pixels in the image are modified by watermark
embedding.

As can be seen from Table 1, especially the decoding
performance for busy images, i.e., New York and Baboon,
increases considerably by using image adaptive and con-
trolled watermark embedding. For relatively smooth images,
i.e., Lena and Sailboat, this increase is small and the per-
formance of the method introduced in Ref. [3] is nearly the
same as that of our method. Using image adaptation terms
individually, as shown in columns 2 and 3, also increases
decoding performance but using both of them and controller
leads to the highest performance. The normalization factors,
A and B, control the effect of standard deviation and gradient

magnitude on watermarking, respectively. Decreasing 4 or
B increases effects of standard deviation and gradient magni-
tude, respectively; while increasing 4 or B decreases effects
of standard deviation and gradient magnitude, respectively.

For evaluating the visibility of the embedded watermarks,
Fig. 7 shows the luminance and blue channel images of (i)
original New York image, (ii) image watermarked by the
method presented in Ref. [3] and (iii) image watermarked
by the proposed method, including both of the image adap-
tation terms and controller. Similarly, Fig. 8 shows the lumi-
nance and blue channel images of (i) original Lena image,
(i) image watermarked by the method presented in Ref. [3]
and (iii) image watermarked by the proposed method, in-
cluding both of the image adaptation terms and controller.
The figures indicate that the watermarks are invisible for the
proposed method and the method presented in Ref. [3].

Furthermore, we evaluated watermark data decoding per-
formance of the adaptive watermarking method for cropped
images. For this purpose, 50% of the watermarked images
are cropped. The performance results obtained from the
cropped images are presented in Table 2. Note that smaller
the size of embedded data, higher the watermark decod-
ing performance. Because when the size of the watermark
data is small, each bit will be embedded into more loca-
tions and the effect of cropping on the performance will
reduce.
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Fig. 7. Luminance (left column) and blue channel (right column) images of (a) original New York image, (b) image watermarked by the

method presented in Ref. [3], and (c) image watermarked by Method 1.

4. Conclusions

Two image adaptive watermarking methods are intro-
duced for fingerprint image watermarking. The proposed
methods preserve fingerprint feature regions either by
isolating singular point regions during watermark embed-
ding or adjusting the watermark embedding strength in

order to guarantee that gradient directions remain within
the analytically computed intervals. Thus, fingerprint
images are watermarked without changing the features
associated with them. Furthermore, image adaptive wa-
termark embedding rule increases decoding accuracy and
satisfies the invisibility criterion. Alternatively, by utiliz-
ing gradient direction analysis in watermark embedding,
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(a)

()

Fig. 8. Luminance (left column) and blue channel (right column) images of (a) original Lena image, (b) image watermarked by the method

presented in Ref. [3], and (c) image watermarked by Method 1.

none of the fingerprint features used in authentication are
altered.

One of the proposed methods, Method 1, is also applica-
ble to watermarking of color images. In the case of color
images, by utilizing standard deviation and gradient magni-
tude properties of the image regions in watermark embed-

ding and by controlling watermark embedding process for
correct decoding, the watermark data decoding performance
has been increased, especially for textured or busy images.
The embedded watermarks are invisible. It is shown that
image cropping does not affect watermark data decoding
performance considerably.
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Table 2
The watermark data decoding performance (%) after cropping
attack

Image SD + GM + Controller
New York 93.74

Baboon 95.03

Lena 93.52

Sailboat 84.02
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